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Product Offerings

Our software products enable you to fulfill your agency’s IT Security and

Information Assurance mission. We uniquely combine proven software development methodology

with IA subject matter expertise to provide tools that save time, money and require little to no training.
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CAP (Certification & Accreditation Portal)

Take the pain out of your agency’s C&A process.

How does it save time?

All of your agency’s static verbiage is centrally managed in the CAP’s Admin Console - no more cut & paste. Vulnerability
scan tool results are mapped to 800-53 controls out-the-box. Auto-generate OMB FISMA reports in Excel format. Email
alerts let you know when C&A's are about to expire and POA&M mitigation is overdue.

How does it cut cost?

The CAP eliminates dozens of billable hours of technical writing per C&A package. It also automates a number of C&A
steps that are performed by a security analyst. The CAP’s Vulnerability Manager component makes filtering scan results a
breeze — cutting the time needed from a matter of days to minutes. The CAP is less than half the price of the competition.
How easy is it to use?

The CAP does not require extensive training. The templates are created in Microsoft Word — there is no proprietary
language to learn. The entire system is web-based and very intuitive — no client to install on machines and familiar
browser-based interface.

How flexible is it?

The CAP will grow along with your agency and NIST requirements. Controls are easily added and maintained through the
Admin Console. The CAP is NIST SCAP compatible — the Vulnerability Manager can ingest XCCDF and OVAL test result
files from various vendors such as Secure Elements, Threatguard and Symantec.

NetRecon

Monitor real-time security on your enterprise infrastructure (IDS, Firewall, AD Logs, etc.)

All this without spending too much money?

NetRecon is a real-time Security Information Management (SIM) tool that is designed to cut the time and effort of the

analyst. NetRecon is a web based tool with no limitation on licensing, which allows your organization to have multiple
occurrences of NetRecon running without paying the pricy per seat model. NetRecon has the following key features:
- Security Event Correlation

- Anomaly Detection

- Active Response Component (shutting down switches, creating ACL, new rules, etc.)

- Flexible reporting (Real-time graphs)

- Integration with key security technologies (IDS, IPS, Firewall, Routers, Switches, OS Logs, etc.)

Site Defender

Is zone-h, or worst yet, the press the only way to know if your agency’s site has been defaced?

How can dnc corp help me defend my sites?

Site Defender enables you to have a real-time view of the integrity and availability of your agency’s websites. Site
Defender will notify you by email if your site has been defaced or accessibility has been blocked by a possible denial of
service (DOS) attack. Site Defender can also keep track of all the different type of web servers and version information
to help the patch management process.

Custom Development

Do you need custom security tools to help your CIRT/SOC team or Security Personnel make sense of
mountains of incident reports, appliance logs, XML output and flat files?

dnc corp provides custom development of software tools using proven agile technologies that increase productivity
and reduce cost for various IT Security and IA agency requirements. We turn around a working prototype in two or
less using our existing inventory of APIs, frameworks and libraries. Call us today to schedule a requirements
kick-off and start seeing ROl in less than a month!



